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CUCTEMHbIV aAMUHUCTPATOP C NPAKTUYECKMM OMbITOM NOCTPOEHMUS U COMPOBOXAEHUS TOKaNbHbIX M 6eCNPOBOAHbIX CETEN Ha
obopynoBaHuun MikroTik, TP-Link Omada u D-Link. HacTpaunBato VLAN, ctaTudeckyto Mapwpytusaumto, VPN Ha 6ase IPsec n
WireGuard, MexceTeBble 3KpaHbl 1 CETEBbIE CEPBUCHI.

MoHnmato mopenn OSI n TCP/IP, npuHumMnbl KoMMyTaumm n paboTy npotokonos STP, RSTP n MSTP. PaboTato ¢ Zabbix, Windows
Server u Active Directory. PasBrBalocb B HanpaB/ieHUN CETEBOW UHXXEHEPUN.
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03 OMbIT PABOTHI

mopenu OSI u TCP/IP, Ethernet, IPv4, agpecauuns n nogcetu

npuHumMnel pabotel koMMyTaTopoB, MAC-agpeca 1 TabnuLbl KOMMyTaLMK, LUIMPOKOBELLATENbHbIE
LLOMEHbI

cermeHTaumsa cetu, IEEE 802.1Q, trunk/access-nopTbl, TErMPOBAHHbIN U HETEMMPOBAHHbIN TPaduK
noHWMaHue pabotbl STP, RSTP n MSTP

HaCTpoMKa CTaTUYECKOW MapLpyTM3aummn; AMHaMmyeckas MapLpyTmM3aumns — TeopeTnyecKkme 3HaHNs
DHCP, DNS, NAT, IPsec, WireGuard

MikroTik, TP-Link Omada, D-Link

NPOeKTUPOBaHME, MOHTAX, HACTPOMKA U COMPOBOXAEHNE

Zabbix, SNMP

MeXceTeBble aKpaHbl, ynpaBneHune goctynom, SSL/TLS

Windows Server 2016-2025, Active Directory, TepMuHanbHble CEPBEPbI, TOHKME KITMEHTbI

aBTOMaTn3auunsgd KonnpoBaHUAa N TeCTUpPpOBaHME BOCCTaHOBJ/IEHUSA
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I CETEBA UHOPACTPYKTYPA

L] npoeKTMpOBaHMe,MOHTaH(MCOHpOBOHﬂeHMeﬂOKaﬂbHHXBbNMCﬂMTeﬂbHHXCETeW

B HacTtpovika un obcnyxusaHune obopyaosaHusa MikroTik, TP-Link Omada n D-Link.
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= CermeHTauus cetu ¢ ucnosnbsobaHueM VLAN, HacTpolika trunk/access-nopToB v nepenayv TermpoBaHHOIo U
HeTermpoBaHHOro Tpaguka.

B HacTpoika cTaTMyYecKonm MapLpyTm3aumm.

® OpraHusauus n conposoxaeHue VPN-coegmHeHunin Ha 6ase IPsec n WireGuard.
®m Hactpowka DHCP, DNS, NAT 1 npaBui MeceTeBOro akpaHa.

m [IpoekTupoBaHue 1 pa3sépTtbiBaHue Wi-Fi-ceTeit Ha o6opynoBaHun MikroTik.

® opaepykka paboTocnocobHOCTU CETEBOM MHPACTPYKTYPbI OpraHn3aLmm.

I MOHUTOPWHI W BE3OMACHOCTb

= HacTpoWka 1 agMUHUCTpUpoBaHue Zabbix ons MOHUTOPUHIA CETEBOM U CepPBEPHOM MHDPACTPYKTYPbI.
= YnpasneHve NoNUTUKaMu 0OCTyNa 1 ayTeHTUdrKaLmen nonbsosartenei yepes Active Directory.

= [Icnonb3oaHue VPN 1 SSL/TLS ona sawmTbl COEOUHEHUN.

| CEPBEPHAS MHOPACTPYKTYPA

B YcTaHOBKa, HacTpolika u conposoxaeHne Windows Server 2016-2025.

B HacTpoWKa TepMUHaNbHbIX CEPBEPOB U NOALEPKKA TOHKNX KJTMEHTOB.

B OnTuMmM3aums NporM3BOSUTENbHOCTU U NOBbILWEHNE OTKa3OyCTOl‘/II'~IVIBOCTVI CepBepHbIX CUCTEM.

L] HaCTpOVIKa aBTOMaTNYECKOro pe3epBHOro KonnpoBaHma n NpoBepKa BOCCTAHOBJIEHNA OAHHbIX.
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